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(57) Rrst modification detsction data is generated 
from the (compressed] video data. The video data Is 
combined with the first modirkstion detection data. The 
comblnsd data Is recorded on a recording medium. The 
read combined data is separated Into ttie oampressed 
video data and the firsi modlficatksn detection data. 
Second modification detection data Is generated 
according to the separated compressed data. The sep* 
arated first data mDdification detection data Is com- 
pared with the second data niodifk:at]on detection data 
to detect data modification. Outputting expanded video 
data Is controllad according to the comparing result. 
The recorded data may be copied on a removable cfisc. 
A data reproducing apparatus having the second modh 



fk:ation detection data generatbn circuit end the com- 
paring circuit reproduces the removable disc. The 
reproduced video data may be further processed by a 
vtfatermark processing circuit to embed watermark data 
in the vkJeo data which are recorded on another remov- 
able disc. The compressed video data may be transmit- 
ted through a networit with encrypting. Encrypting key 
data is exchanged between the date transmitting side 
and the receiving side for decrypting. Encrypted video 
data may be recorded or transmitted and the encrypting 
key is stored for decrypting or transmitted for decrypt- 
ing. 
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Description 

[0001 ] This invention relates 1o a video data record- 
ing and reproducing apparatus, a video data reproduc- 
ing apparatus with data modification detection, and a 5 
method of recording and reproducing video data with 
data modification detection. 

[0002] A video data recording and reproducing 
apparatus for recording video data end reproducing the 
video data, a video data reproducing apparatus for io 
reproducing video signal, and a method of recording 
and reproducing video date are known. 
[0003] Rg. 13 is a block diagrann of a prior art video 
data recording and reproducing apparatus. A video sig* 
nal from a camera 101 is a/d-converted into video data is 
by an e/d converter 104. The video data is compressed 
by a video data ccwr^ression circuit 105 and recorded 
on a recording unit 108. A video data expansion circuit 
107 expands the video data from the recording unit 106. 
A d/a converter 108 d/a-converts the video data from so 
the video data expansion circuit 107 into a reproduction 
video signal. The reproduction \^deo sl^pial is displayed 
on a disptey monitw 103. SVhen there is a request for 
modifying the video data or editing the video data, a 
password processing circuit 109 identifies the inputted ss 
password. If the inputted password is correctp it is 
allowed to modify or edit the video data. 
[0004] TTie aim of the present invention is to provide 
a superior video data recording and repmdudng a|:^a- 
ratus, a superior vidao data reproducing apparatus, and so 
a superior method of recording and reproducing video 
data. 

[0005] According to the present invention there is 
provided a first video data racordlng and reproducing 
apparatus. In the first video data recording and repro- 35 
ducing apparatus, a data compression circuit com- 
presses video data. A flrst modlflcatlDn detection data 
generation circuit generates first modification detection 
data In aoDordance with the compressed video data. A 
combining drcult combiner the video data with the first <o 
modrfication detection data to output combined data. A 
recording circuit records the combined data on a record- 
ing mecSum. A reading circuit reads the combined data 
from the necordlng medium. A separating circuit sepa- 
rates the combinad data from the reading circuit into the 4S 
compressed video data and the first modification detec- 
tion data. A second modification detection data genera- 
tion circuit generates second modification detection 
data In accordancB with the compressed data from the 
separating circuit. A comparing dicult compares the so 
data modiiicatiort detection data from the separating cir- 
cuit with the second data modification detection data. A 
data expansion circuit expands the compressed video 
data from the separating circuit to output expanded 
video data. An outputting control dreuit controls output* S3 
ting the expanded video data In accordance with the 
result of the comparing clicuit. 
[0006] in the first video data recording and repro- 



ducing apparatus, the first modification deteclion circuit 
may include an eror check code generating circuit for 
generating the first modiflcatton deteclion data from at 
least a portion of the video data and the first modiftca- 
tlon detection drcult may generate the first modification 
detection data from at least a portion of the video data. 
The first modfflcatlon detection data Is represented witti 
one selected from the group consisting of check sum 
codes, parity codes, and Cyclic Redundancy Check 
codes. 

[0007] The f rst video data recorcfing and reproduc- 
ing apparatus may further indude a recording circuit for 
recording Ihe combined data from the reading dreuit on 
a removable recording medium. 
[0008] According to the present Invention there is 
also provided a first video data reproducing apparatus 
fcr reproducing combined data including compressed 
vkieo data and first modification detection data on a 
removable recording medium, the video data being 
recorded with first modfication deteclion data gener- 
ated ffi accordance with the video data with contJ^ond- 
ence with the video data. In the first video data 
reproducing apparetus, a reading circuit reads the com- 
bined data from the removable recording medium. A 
separating ciicuit separates the combined data from the 
raading circuit into the compressed video data and the 
first modtficailon detection data. A modification detec- 
tion data generation circuit generates second modifica- 
tion detection data In accordance with tha compressed 
data from the separating circuit A comparing circuit 
compares the first modification detection data from the 
separating circuit with the second data modffication 
detection data. A data expansion circuit expands the 
compressed video data from the separating circuit to 
output expanded video data. An outputting control cir- 
cuit controls outputting the expanded video data in 
accordance with the result of the comparing circuit 
[0009] In the first video data reprodudng apparatus, 
the reading drcult may Include a D\/[>RAM drtve unit 
and the removal recording medium comprises a DVD- 
RAM disc, 

[001 0] In the first video data reprodudng apparatus, 
the modification detection data generation circuit may 
InchJde a first software processing circuit for executing a 
first program to generate the second modiffcation detec- 
tion data. The comparing circuit may include a second 
software for companng the data rTX)dification detection 
data from the separating circuit with the second data 
modlficatton detection data. The data expansion circuit 
may Include a third software lor expanding the com- 
pressed video data from the separating drcult 
[001 1] In the first video data reproducing apparatus 
may Tunher Include: a dme data generation circuit for 
generating present timo data; a condition detection cir- 
cuit including a memory and an Input circuit for detect- 
ing a condrti'on in accordance with condition data from 
the memory and input data from the Input circuit: an 
electnonk: watermark data adding cimit for generating 
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watenmark data from the present tfme data and the con- 
dition and addng the watermark data to the expanded 
video data to generate watermark data added vkleo 
data: and a recording circuit for recording tt^e waterntark 
data added video data on another removable recording 
medium. 

[0012] The first video data recording and reproduc- 
ing apparatus may further include: a networic Interface 
circuit for communicating with a network; a decrypting 
control data generation circuit for generating decrypting 
control data In accordance an encrypting key; an 
enciypting drcuit for encryp6ng the combined data with 
the encrypting key. The network interface circuit may 
transmit the encrypted corrtiined data and the decrypt- 
ing control data to the network. 
[0013] According to the present invention there Is 
further provided a second video data reproducing appa- 
ratus for reproducing data encrypted with a first key 
from a network, in the second video data iBproducing 
apparatus, a network interlace circuit receives video 
data and decrypting Key data generated from the first 
key from the network, A decrypting key data generation 
circuit generates a second key in accordance with the 
decrypting key data. A decrypting circuit decrypts the 
data with the second key. A recording circuit in the sec- 
ond video data reproducing apparatus records the 
decrypted data on another removable recording 
medium. 

[0014] According to the present invention there is 
further provided a second video data recording and 
reproducing apparatus. In the second video data 
recording and reproducing apparatus. A data compres- 
sion dicutt compresses video data. An encrypting cir- 
cuit encrypts the video data from the data compression 
circuit with a first key A recording circuit records the 
video data from the encrypting circuit on a recording 
medium. A reading circuit reads the video data from the 
recordng medium. A storing clfcurt stores the first key. 
An Inputting circuit Inputs a second key. A decrypting 
circuit decrypts the video data from the reading circuit 
with the second key. A data expansion circuit expands 
the video data from the decrypting circuit to output 
expanded video data. When the first key corresponds to 
the second key, the video data Is correctly decrypted. 
[0015] In the second video data recording and 
reproducing apparatus, the first key may be a common 
encrypting key, 

[0016] The second video data recording and rapro- 
duclng apparatus may further Include an encrypting key 
encrypting circuit for encrypting the first key with one 
selected from a group Including a common encrypting 
key or a puWfc encrypting key. 
[0017] The second video data recording and repro- 
dLicing apparatus may further Includa: a key encrypting 
circuit for encrypting the first key In accordance with key 
data; a connblning drcuit for combining the video data 
from the encrypting circuit with the first l(By from tha key 
encrypting circuit to output combined data: a recording 



circuit for recording the contfslned data on a removatsle 
racording medium. 

[0018] Aooording to the present Invention there is 
further provided a third video data reproducing appara- 

5 tus for reproducing data including encrypted compres- 
sion video data and a key used for encrypting the data. 
The key is encrypted with first key data. In the third 
video data reproducing apparatus, a reading circuit 
reads the data on a removable recording medium. A 

10 separating circuit separates (he data from the reading 
circuit into the encrypted connpression video data and 
the key. An inputting circuit inputs second key data. A 
key decrypting circuit decrypts the key with the second 
l<ey data. A data dacrypting circuit decrypts the com- 

15 pression video data from the separating circtit with the 
key from the key decrypting circuit. An expansion circuit 
expands the compress wn video data from the data 
decrypting circuit to output expanded video data. 
[001 9] The second video data recording and repro- 

20 dudng apparatus may further Include: a network Inter- 
face circuit for communicating with a network; an 
enciphering key control circuit for receiving key data 
regarding the first key from the network and enciphering 
the first key in accordance with the key data. The net- 

25 work interfece circuit transmits the video data from the 
reading drcuit and the enciphered first key to the net- 
work. 

[0020] According to the present invention there Is 
further provided a fourth video data reproducing appa- 

30 nstus for reproducing encrypted compression video 
data. In the fourth vkieo data reproducing apparatus, a 
network Interface circuil receives the encrypted com- 
pression video data and a key used for encrypting com- 
pression video data. The key Is encrypted with first key 

35 data. An inputting circuit inputs second key data A key 
decrypting circuit decr^ts tha key with the second key 
data. A data decrypting circuit decrypts tha compres- 
8k)n video data from the network Interface circuit with 
the key from the key decrypting circuit. An expansion 

tfa circuit expands the compression video data from the 
data decr^tlng circuit to output expanded video data. 
[0021 ] Acco rdin g to the p resent invQ ntion , there is a 
first method of recording and reprodudng video data 
with data modification detection including tha steps of: 

45 generating first modification detection data In accord- 
ance with the connpressed video data; con-espondlngly 
recording the compressed video data and the modifica- 
tion detection data on a recording medium; reading the 
compressed video data and the first modification detsc- 

so tton data from the recording medium; genamting sec- 
ond data mocSficatlon detection data In accordance with 
the read eomprsaaed data; comparing the read first 
data modification detection data with the second data 
modification detection data; and controirmg reproducing 

55 the compressed data In accordance with the comparing 
result 

[0022] According to the present Invention, there Is a 
second method of recording and reprodudng video data 
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with data modification detection including the steps of: 
generatins an enc^ptlng key every file of the video 
data; encrypting a file of the video data with the enci- 
phering key; recording tlie file on a recording medium; 
reading the file on the recording medium: inputting cir- 
cuit for Inputting a second key; decrypting the video 
data with the second Icey: Thus, the decrypted video 
data can be used when the first Icey corresponds to the 
second key. 

[00231 According to the present invention there Is 
further provided a third video data recording and repro- 
ducing apparatus. In the third video data recording and 
reproducing apparatus, a fir&t nf^odlficattcn detection 
data generation circuit generates first modification 
detection data from video data. A recording circuit cor- 
respondingly records the video data and the first modifi- 
cation detection data on a recording medium. A reading 
cIreuEt reads the video data and the first modification 
detection data firom the fecoid'mg medium. A second 
nrradiricatlon derection data generation circuit generates 
second modification detection data in accordance with 
the video data from the reading circuit A comparing cir- 
cuit compares the firet data modification detection data 
from the reading circuit with the second data modifica* 
tton detection data. An outputting control circuit consols 
outputting the video data from the reading circuit in 
accordance with the result of the comparing circuit 
[0024] The third video data recording and reproduc- 
ing apparatus may further include: a data compression 
circuit for compressing video data to supply com- 
pressed video data to the first modlfrcation detection 
data generation circuit and the recording circuit as the 
video data; and a data expansion circuit for expanding 
the video data from the reading circuit to supply 
expanded video data to the outputtfng control drcuh as 
the video data. 

[0025] According to this Invention, there Is provided 
a fifth video data reproductng apparatus. In the fifth 
video data reproducing apparatus, a receiving circuit 
receives video data and first modification detectwn data 
generated in accordance with the video data. A modifi- 
cation detection data generation circuit generates sec- 
ond nnodtflcatbn detection data In aocofdanca with the 
video data from Ihe receiving circuit. A comparing ciicuit 
compares the first modifk^tion detection data fnom the 
receiving circuit with the second data modification 
deteaion data. An outputting control circuit controls out- 
putting the video data in accordance with the result of 
the comparing circuit. 

[0026] The object and features of the present inven- 
tion will become more readily apparent from the follow- 
ing detailed dascrlptlon taken In connection with the 
accompanying drawings in which: 

Fig. 1 1s a block diagram of a video recording and 
reproducing apparatus according to a fir^t enribodl* 
mant; 

Fig. 2 Is an Illustration of operation of the first 



embodiment: 

Rg. 3 is an illusti^tlon of a modified operation of the 
first embodiment; 

Rg. 4 is a biocic diagram of a video recording and 
3 reproducing apparatus according to a second 
embodiment: 

Rg& 5A and SB are illustrations of the second 
embodiment showing a copying Dperation: 
Rg. 6 Is a block diagram of a video reproducing 
icr apparatus according to a third embodiment; 

Rg. 7 16 a block diagram of a video data recording 
and reproducing apparatus and a video data repro- 
ducing apparatus according to a fourth embodi- 
ment; 

IS Rg. 8 is a biocic diagram of a video deta recording 
and reproducing apparatus and a video data repro* 
duclng apparatus according to a fifth embodiment: 
Rg. QA te an lllustraton of the f^ embodiment 
showing data In the encrypting key memory: 

20 Rg. 98 is an illustration of the fifth embodiment 
showing data recorded in the recording unit; 
Rg. 1 0A is B block diagnam of a video data record- 
ing and reproducing apparatus according to a sixth 
embodiment; 

25 Rg, 1 0B is a bkick diagiBm of a video data repro- 
ducing apparatus according to the slicth embodi- 
ment; 

Rg. 11 Is an lllustrailon of the sixth embodimBnt 
showing the data storing condition; 
30 Rg. 1 2 Is a block diagram of a video data recording 
and reproducing apparatus and a video data repro- 
ducing apparatus according to a seventh embodi- 
ment: and 

Rg. 13 is a block diagram of a prior art video data 
ss recording and reproducing apparatus. 

[0027] The same or con-espondlng elements or 
parts are designated with like refdrences thmughout tha 
drawings. 

40 

{RRST EMBODIMENT) 

[0028] Rg. 1 1s a block diagram of a video recording 
and reproducing apparatus according to a first embodi- 
es menl. 

[0029] A video signal from a camera 1 is supplied to 
a video recording and reproducing apparatus 2. 
[0030] A recording side of the video recording end 
reproducing apparatus 2 includes a video data com- 

50 pression circuit 10 for a/d-converting the video signal 
into video data and compressing tha video data, a mod- 
ification detection data generation circuit 1 1 for generat- 
ing first modification detection data, a data combining 
circuit 1 3 for combining the compressed video data with 

55 die first modification detection data from the modifica- 
tion detection data generation circuit 11. and a record- 
ing circiiit 14 for recording the combined data on a 
recording medium. 
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[0031] A reproducing eida of the video recording 
and reproducing apparatus 2 Includes the recording cir- 
cuit 14 for reading the combined data on the recording 
medium, a data separating drcuit 15 ior separating the 
conibined data from tha recording circuit 14 Into the 
compressed video signal and the first modification 
detection data, a video data expansion circuit 16 for 
expanding the compreased video data form ttie data 
separating circuit 15. a modrficBtion detection data gen- 
eration circuit 12 for generating second modification 
detection data from the compressed video data from the 
data eaparating circuit 15, a modification detection cir- 
cuit 17 lor detecting mocAtication in the compressed 
video data by comfjafng the first modification detection 
data with the second modification detection data, and a 
display control circuit 18 for controlling outputtlng the 
expanded video data from tt>e video data expansion cir- 
cuit 1 6 in accordance with the result of comparing in the 
modification detection circuit 17. 
[0032] The output of the display control circuit 18. 
that is, the e>g:anded video signal, is supplied to a dis* 
play monitor 3 which reprc»duces the expanded video 
data to provide reproduced video images to a user. 
[0033] The video data oompresslon drcuit 10 e/d- 
converts the video signal from the cameta 1 into video 
data and compresses the video data to reduce the 
amount of data. Generally, JPEG» wavelet Transfonn, 
Intra-frame compression methods such es DV method, 
or interframe compression method such as MPECal. 
MPEG4, H.231, IH.2d3 is used far compressing the 
vtdao data. 

[0034] "me modification detection data generation 
efrcult 1 1 generates the first modification detection data 
In accordance with the compressed video data by error 
detection conversion such as the checksum, CRC 
(Cyclic Redundancy Check), and the parity check. In 
the checksum, bits in one unN (generally; an integer 
times the number of bytes) of video data are summed, A 
total Is used for the first modification data. Moreover, a 
portton of the total may be used for the first modification 
detection data. In CRC, CRC is calculated from com- 
pressed video data at a spedfied region. In the parity 
check, the first modification detection data Is generated 
in accondance with whether the number of bits T in an 
array of compressed video data Is odd or even. 
[0035] The data combining circuit 13 combines the 
compressed video data with the first modification detec- 
tion data from the modifcation detection data genera- 
tion circuit 1 1. More spedftceliy, the compressed video 
data has a format such that a pair of a unit of the com- 
pressed video data and an additional cbta portion Is 
repeatedly outputted from the video data compression 
circuit 10. The data combining circuit 13 embeds the 
fjr^ modification detection data in the additional data 
portion. 

[0036] Generally, in the hard disc drfva unit or an 
optical diec unit, a data amount in a sector is predeter- 
mined. Thus, If data of which data amount is less than 



that of the sector Is recorded, actually recorded data 
amount is increased such that the data amount of the 
recorded data is an integer times the data amount o1 tha 
sector. 

5 [0037] Moreover, there are various types of video 
data having formats where an addttional data portion is 
attached to a unit of video data. Ttiat Is, a pair of a unit 
of video data and its additional data portion are repeat- 
ed!/ generated and recorded. Therefore, a spare por- 

to lion in the additbnal data portion can be used lor 
embedding the first modification detection data« In this 
case, the format of the video data b unchanged, so that 
compatib'dlty with a conventional video data apparatus 
can be proukied. 

15 [0038] Fg. 2 shows this operation. The video data 
201 includes a plurality of bytes 202 to 204. Tha modi- 
ficatton detection data generation drcurt 1 1 generates 
checksum from each of bytes 201 to 204 and embeds 
the first modification detection data at an additional data 

so portion 205. In this example, the additk>nBl data portion 
205 is provided just after the video data 201. However, 
the additional data portion 205 may be provided just 
before the video data 20 1 . 

[0039] In the case of Intra-frame-compresaed video 

29 data, it Is desirable that the first modification detectbn 
cfala is embedded at the addrtbnaJ data portion at a 
frame of data, l-towever, It Is aleo possible to embed the 
first modification detection data only in t pictures of the 
wdeo data. That Is, in the Intra-frame -compression, it Is 

30 easy to extract video data at one still pfeture unit On the 
other hand, in the Inter-frame compresston. the I ptoture 
at the top of blocks Is the same as a stilt picture. On the 
other hand, video data at frames after the I pcture rep- 
resent dlffenence in video data between the preceding 

3S frame and the post frames. It is more difficult to directly 
modify the difference data than the case of modification 
in the intra-frame compression. 
[0040] In the reproducing side, the data to be repro- 
ducad Is read from the recording unit 14 at a unit of 

40 frame. That is, the recording circuit 14 reads the com- 
bined data on the recording medium. At each frame, 
because a pair of the video data and modificadon detec* 
iton data are reconJed, tha data separating circuit 15 
separates the combined data from the recording circuit 

45 14 into the compressed video data and the first mocfifl- 
cation detection data. The compressed video data Is 
supplied to the video data expansion ctrcurt 1 5 and to a 
second modification detection data generation circuit 
12. The video data expansion circuit 16 expands the 

50 compressed video data. The modification detection 
data generation circuit 12 generates second modffica- 
lion detection data from the compressed video data 
from the data separating circuit 15 In the same manner 
as the first modlffcatf on detection data generation circuit 

55 1 1 . In other words, It Is also possible to omit the second 
modification detection data generation circuit 12 by 
commonly using the first modification detection data 
generation circuit 11. The modification detection circuit 
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17 detects moLfification or editing Id the compressed 
video (tata by comparing the first modfftEratlon detection 
daia with the second modification detection data. The 
display control circuit 1 S compares the first modincaOon 
data with the second modification data and controls out- 
putting the e^qaanded video data from the video data 
expansion circuit 16 In accordance with the result of 
comparing in the modification detection circuit 17. That 
Is, when the first modification data agrees with the sec- 
ond modiffcatlon data, the display control circuit 18 per- 
mits to supply the video data to the display manttor 3 
and inhibits to supply the video data to the display mon- 
itor 3, 

[0041] The display monitor reproduces the 
expanded video data to provide reproduced video 
image to a user when outputting the video data Is per- 
mitted. 

[0042] As mentioned, acoordtrg to the tirst embodi- 
ment, in the recording process, the modification date> 
tion data generation circuit 11 generatas the first 
modification detection data in accordance with com- 
pressed video data» the data combining circuit 1 3 com- 
bines the video data with the first mcdification detection 
data. 

[0043] In the reproductng process, the data sepa* 
rating circuit 15 separates the read combined data into 
the compressed video data and the first modification 
detection data. The second modification detection data 
generation circurt 12 generates the second mocfificaiion 
detectjoa data In accordance with the compressed data 
from the data separating circuit 15. The modification 
detection circuit 1 7 compares the first data modification 
detection data from the data separa^ng circuit 15 with 
the second data modification detection data to detect 
modification In the [:Qnipressed video data. Therefore, 
modification or editing In the video data can be provided 
without format modification. 

[0044] Rg. 3 is an illustration of a modified opera- 
tion of the first ambodlmenL In the above-mentioned 
embodiment, the modification data is generated from ail 
compressad video data In a frame. IHowever, it is also 
poastole to generate the modification detection data 
from a portion of the compressed video data 201 in a 
frame. That b. the first (second) modVication datection 
data generation dicuit 11 (12) generates the first (sec- 
ond) modification detection data from video data In 
spedflsd blocks 210 to 212 (target btock group 217) and 
speciflsd blocks 213 to 216 {target block group 218). 
The data combining circuit 13 combines the modifica- 
tion detection data with the video data in the frame as 
shown in Fig. 3. TTiat Is, the data combining circuit 13 
embeds the modification detection data in a predeter- 
mined portion in the additional data portion 205. 
[0045] "Hiis data modification detection process 
reduces the amount of calculation to suppress the scale 
of the circuits and calculation time Interval 
[0048] In this embodlmant. the data combining cir- 
cuit 13 combines the bytes 202 to 204 of the video data 



with the additional dsxta portion 205. However, It is also 
possible to correspondingly record the bytes 202 to 204 
of the video data and the modulation detection data 208 
on the recording medium of tile recording unit 14. That 

5 is, it Is not necessary that the data stream of the video 
data Is connected to the additional data portion 205 but 
the data stream of the video data and the additional 
data portion 205 are correspondingly recorded or 
recorded with a relation therebetween. Moreover, the 

w video data compression circuit 10 and the video data 
video data expansion circuit 1 0 may be omitted 

(SECOND EMBODIMENT) 

T5 [0047] Hg. 4 Is a block diagram of a video recording 
and reproducing apparatus according tc a second 
embodiment The structure of the second embodiment 
Is substantially the same as the first emboGnment. The 
differenoe Is In that a removable disc recording unit 22 is 
so further provided Moreover, a video reproducing appa« 
ratus 30 Is cfisclosed. The video reproducing apparatus 
30 included the a removable disc unit 31 and circuitry of 
tiie reproducing side of the first embodiment is aiso dis- 
closed. The combined data recorded In ti^e recording 
2S circuit 1 4 Is read and stored In the removable recording 
medium 21. The removable recording madium 21 
removed from the removable disc drive unit 22 and put 
In the removable disc drive unit 31 which reproduces the 
combined data. If the data modification Is not detected 
30 the reproduced video data Is displayed on a display 
monitor 37. 

[Q048] In this embodiment, a D\^RAM disc is 
used as the rennovable recording n^dlum 21. However, 
other removable recording mediums such as other 
35 types of optical discs, magnet- optical disc, and mag- 
netb tapes can be used. 

[0049] The combined data is stored In the recording 
circuit 14 In the same manner as the first embodiment 
The combined data Is read and copied on the remova- 
40 ble recording medium 21 by the removable disc drive 
unit 22. That is. every pair (frame) of the video data and 
the modification data are read from the recording circuit 
14 and copied on the removable recording medium 21 
by the removable disc drive unit 22. 
49 [0050] Figs. 5A and 5B are illustrations of the sec- 
ond embodiment showing the copying operation. 
[0051] In this example, it is assumed that there are 
four frames 1 31 to 1 34 of video and corresponding addi- 
tional data portions 135 to 1 38 in a file (1). Moreover, it 
so Is assumed that two frames of video data 131 and 133 
are copied on the removable recording medium 21. 
Each pair of a frame of data and additional data are 
recorded on the removal recording medium 21. That is, 
the frame of video data 131 and the additional data 135 
55 are recorded correspondingly and the frame of video 
data 133 and the additional data 137 are recorded cor- 
respondingly. 

[0052] Next» reproducing operation of the removal 
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recording medium by a modlfred Meo reproducing 
dppdmtus 30 will bs described. 
[0053] The video reproducing apparatus 30 may 
comprise a personal computer having the removable 
disc drive unit 21 and executing the operations o( the 
data separating circuit 32. the modification detection 
data generation circuit 33, the modlflcatbn detection dr 
cuit 34. the video data expansion circuit 35. and the dis- 
play control circuit 35. 

[0054] The removable disc drive unit 31 reads the 
pair of video data and modification detection data on the 
removable recording medium 21. The data separating 
circuit (program) 32 separates the data from the remov- 
able disc drive unit 31 into the compressed video data 
and the first modification detection data. The com- 
pressed video data Is supplied to the video data expan- 
sion ciruuit (program) 35 and to a second modification 
detection data generation circuit (program) 33. The 
video data expansion circuit (program) 35 expands the 
compressed video data. The modiflcdtlon detection 
data generation circuit (program) 33 generates second 
modification detection data from the compressed video 
data from the data separating circuit 32 in the same 
manner as the first modification detection data genera- 
tion circuit 11. The modification detection dfcuit 33 
detects modification In the compressed video data by 
comparing the first modification detection data wtth the 
second modification detection data. That is, the modifi- 
cation detection circuit 34 (program) compares the first 
modification data with the second modification data. 
The display control circuit (program) 36 controls output- 
ting the expanded video data firom the video data 
expansion circuit 35 In accordance with the result of 
comparing in the modification detection circuit 17. That 
IS. when the first modification data agrees with the sec- 
ond modification data, the display central circuit 36 per- 
mits to supply the video data to the display monitor 37 
and Inhibits to supply the video data to the display men- 
lrof37. 

[0055] The display monitor reproduces the 
expanded video data to provided reproduced video 
image to a user when outputting the video data Is per- 
mitted. 

[0056] In the ease that the video reproducing appa- 
ratus 30 is provided with a personal computer, the oper- 
ations in the video reproducing apparatus 30 are 
provided by using the pro-ams in the personal compu- 
ter. 

[0057] As mentioned above, each pair of video data 
and modification detection data are copied on the 
removal recording medium. In the video reproducing 
apparatus, each pair of video data and modification 
detection data are read and separated. The modifica- 
tion (editing) of data is detected by comparing the first 
modification detection data and the second modification 
data generated in the reproducing apparatus 30. The 
outputtbig the video data Is controlled In accordance 
with the comparing result, so that Illegal copying can be 



detected and prevented. 
(THIRD EMBODIMENT) 

s [0058] Rg. 6 Is a blocl< dagram of a video reproduc- 
ing apparatus according to a third embodiment. The 
structure of the video reproducing apparatus 30' 
according to the third embodiment Is substantially the 
same as that according to the second embodiment The 

10 cfiffarence Is that an alectronic watermark processing 
circuit 38, a condition data generation circuit 80, a clock 
dtcuit ai . and a memory 82 are further provided. 
[0059] In this embodiment, if the video reproducing 
^paratus 30' Is provided with a personal computer, it Is 

15 convenient to output the video data in a data format 
generally provided to a personal computer for recording. 
In this case, Illegal use such as the modification of the 
v^deo data should be prevented. To prevent Illegal use. 
an electronic watermark Is embedded in the video data. 

20 [OGBO] The video data is reproduced in the same 
manner es the second embodiment If there is no data 
modificatfon. In addition, if the video data is outputted as 
still image data, the electronic watermark processing 
circuit 38 embeds watermark data In the video data and 

25 a removable disc drive unit 39 records the video data 
with the watermark data on a removable recording 
medium. The condltk>n data generation circuit 30 gener- 
ates watermark data from pr&sent date and time data 
from a clock circuit 81 , Identification data such as Image 

30 shoofa'ng apparatus and an image shooting person from 
the memory 82. 

[0061] In the case of personal ecmputers, it is con- 
venient to a data size of a frame of video data is small. 
Thus, adcfing the data modification data to the video 

$5 data is not convenient for personal computers having no 
data modification detection function. On the other hand, 
embedding watermark In the video data does not 
Increase the size of the video data. Tfius, It is supeilor 
to embed watermaric data in the video data In a per- 

40 sonal ccvnputer having no data mocfilication detectk>n 
function. 

[0062] If the video data is modified, a porton of the 
watermark is destroyed so that it is possible to detect 
the presence of modification with a prognam for detect- 

43 Ing the destroying. Moreover, the information of the orig- 
inal vkjeo data fs also recorded with the video data over 
a plurality of generations, so that recording condition 
such as the image shooting date and time can be 
recorded In a copy of any generation. 
50 [0063] According to the third embodiment, video 
data can be copied on another removal recording 
medium from tha repmdudng apparatus 30", wherein 
watermark data is ennbedded in the video data, so that 
modification after □op/ing can be detected and pre- 
ss ventedL Moreover, identification of the video data can be 
provided at any generation of copy. 
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{FOURTH EMBOOIMEhm 

[0064] Rg. 7 IS a block diagram of a video data 
recording and reproducing apparatus and a video repro- 
ducing apparatus according to a fourth embodimerit. 
TbB structure of the video reproducing apparatus 47 
according to the fourth embodiment Is substantially the 
eamo as that according to the second embodiment. The 
dlFferenca Is that the video recording and reproducing 
apparatus further includes an encrypting circuit 40, a 
key control circuit 43, and a network interface 4Z More- 
over, the video data reproducing apparatus 46 further 
includes a n8tworl< Interface 43, a decrypting circuit 44, 
a key control circuit 45. and a memory 46. On the other 
hand, the remc3vable disc drive unit 31 is omitted. 
[00651 transmit the video data recorded in the 
recordng unit 14 to the video data reproducing appara- 
tus 48. the key control circuit 45 transmits a public icey 
(B) to the video data recording and reproducing appara- 
tus 47 through the networlc mterface 43, a network 42. 
and the network 42. The key control circuit 41 receives 
the transmitted public key (B) and encrypts the com- 
mand key (A) wHh the public key (B) end transmits the 
encrypted command key |A') to the video data repro- 
ducing apparatus 46. The key control circuit 45 receives 
the common key (A') and decrypts the common key (A) 
with a secret key (C) which corresponds to the public 
key (B) to obtain the common key (A). Then, exchanging 
of keys has finished. However, there Is another method 
of exchanging keys. That is, the key control cincuit 41 in 
the vkleo data recording and reproducing apparatus 47 
and the key control circuit 45 in the video data reproduc- 
ing apparatus 4B have the same !«ey control tables and 
number data are exchanged to obtain the correspond- 
ing keys. 

[0066] Next» the encrypting circuit 40 encrypts the 
video data and the adcfitional data, that is. the combined 
data» with the common key (A). The encrypted data Is 
transmitted to the video data reproducing apparatus 45 
though ttie network Interface 42 and the network- The 
network may be a digital telephone network, the PSTN, 
the Internet, the LAN or other various networks. 
[0067] The network Interface 43 receives the 
enciypted data and the decrypting circuit 44 decrypts 
the encrypted data with the common key A. The 
decrypted data is stored In the memory 46. The data 
separating cincuit 32 separates the data read frcm the 
memory Into the compressed video data and the first 
modification detection data. The compressed video 
data is supplied id the video data expansion cin:utt (pro- 
gram) 35 and to a second modification detection data 
generation circuit (program) 33. The video data expan- 
sion circuit 35 expands the compressed video data. The 
modification detection data generation circuit 33 gener- 
ates second modification detection data from the com- 
pressed video date from the data separating circuit 32 In 
the same manner as the first modificatk>n detection data 
generatton circuit 11. The modiflcatton detection circuit 



34 detects modification in the compressed video data. 
That is, the modification detsctk)n circuit 34 (program) 
compares the first modiflcatton data with the second 
modification data. The display control circuit (program) 

5 36 controls outputting the expanded video data from the 
video data expansion circuit 35 fri accordance with the 
result of companng In the modlfteation detection circuit 
34. That is, when the first modification data agrees with 
the second modification data, the display conftro) circuit 

10 36 permits to supply the video data to the display moni- 
tor 37 and Inhibits to supply the video data to the display 
monitor 37. 

[0066] Tlie display monitor 37 reproduces the 
expanded video data to provide reproduced video 
15 images to a user when outputting the vkieo data is per- 
mitted. 

[0069] The video data is reproduced (played back) 
in the same manner as the second embodiment if there 
is no data modification. In addition, if the video data is 
20 outputted as still Image data, the electronic watermark 
processing circuit 38 embeds waterrrark data In the 
video data end a removable disc drive unit 39 records 
the video data with the watermark data on a removable 
recording medium. The watermark data is generated 
from condition data such as present date and time data, 
identification data such as image shooting apparatus* 
an image shooting person. 

[0O7O] If the video data Is modi f fed, a portion of the 
watermark Is destroyed, so that it Is possible to detect 

30 the presence of modification with a program for detect- 
ing the destroying. Moreover, the information of the orig- 
inal video data Is also recorded with the video data over 
a plurality of generations, so that recording condition 
such as the date end time and can be recorded in a 

35 copy of any generation. 

[0071] As mentioned above, the video data record- 
ing and reproducing apparatus according to the fourth 
embodiment transmits video data and additional data 
with encrypting. This prevents a third party from stealing 

40 or unauthorized watehing the video data. 

(FIFTH EMBODliWENT) 

[0072] Rg. 6 is a block diagram of a video data 
45 recording and reproducing apparatus and a video repro- 
ducing apparatus according to a fifth embodiment. 
[0073] The video signal from a camera 1 is supplied 
to a video recording and reproducing apparatus 50. 
[0074] A reconjing side of the video recording and 
50 reproducing apparatus 50 includes a video data com- 
pression circuit 10 for a/d-converting the video signal 
into video data and compressing the video data, an 
encrypting circuit 51 , an encrypting key memory 62. and 
a recording unit 14 for recording the combined data on 
S5 a recording medium. 

[0075] A reproducing side of the video recording 
and reproducing apparatus 2 Includes a portion of the 
recording circuit 1 4 for reading the combined data on 



8 



15 



EP10S6 043 A2 



16 



the recording medium, a decrypting circuit 54, an input 
circuit 53, a portion of the encrypting Icey memory 52. a 
video data expansion circuit 16, and a dl^iay control 
circuit 59 for controlling outputting the expanded video 
data from the video data expansion circuit 1 6 in accord- 
ance with the decrypted data condition. 
[0076] The output of the display control clicu^ 59 is 
supplied to the display monitor 3 which reproduces the 
expanded video data to display the reproduced video 
Image. 

[0077] An operator operates the Input circuit 63 to 
input an encrypting key (A). The encrypting key memory 
52 stores the Inputted encrypting key (A). The video 
data compression circuit 1 0 a/d-converts the video sig- 
nal from the camera 1 1nto video data and compresses 
the video data to reduce the amount of data. The 
encrypting circuit 51 encrypts the compressed video 
data with the encrypting key (A), in this processing^ It Is 
better to use common key system to reduce the 
processing interval because tha a mount of data Is 
large* However, it is also possible to use a public koy. 
Moreover, the method of encrypting video data includes 
data scrambling (n accordance with a predetermined 
rule or data processing method In which arithmetical 
operation Is effected to the video data. That is, the 
encrypting Includes methods of processing the com- 
pressed video data to disable to use the processed 
video data without a restoring process, f^oreover, 
encrypd ng should be effected at a unit of frame because 
this makes it possible to decrypt only data In the necas- 
sary frames. 

[0078] Fig. OA (e an illustration of the fifth embodi- 
ment showing data in the encrypting key memory and 
Rg. 9B Is an Illustration of the fifth embodiment showing 
data recorded In the recording unit 14. 
[0079] The encrypted data (1) is recorded in the 
recording unit 14 and the key (A) is recorded in the 
encrypting key memory 52 with relation therebetween. 
More specifically, file identificatfon data (address data, 
sector data, etc.) of the file (1 ) is stored In the encrypting 
key memory 52 together with the data of key (A). SImi- 
larly, the encrypted data (2) Is recorded In the recording 
unh 14 and the key (B) Is recorded in the encrypting key 
memory 52 with relation therabelween. It Is desired that 
the encrypting Icey memory comprises a non-volatile 
memory an EEPROM, because the data should not be 
erased. Moreover the key data is recorded outside the 
recording unit 1 4 to disable to reproduce the key data if 
the recording unit 14 Is remwed. 
[OOao] In reproducing, the operation input a key (D) 
with the input circuit 53. The decrypting dicutt 54 reads 
the encrypted video data from the recording unit 14 and 
decrypts the video data with the key (D) corssponding 
to the key (A). The decrypted video data is OKpanded by 
the video data expansion circuit IB. The expanded 
video data is supplied to a display control circuit 59. The 
display control circuit 59 checks data at a predeter- 
mined posltioR in a frame, if the decrypting Is con^ly 



effected, thai Is, the inputted key (D) coresponds the 
key (A) used In encrypting, the data has a predeter- 
mined value or a pattern at a predetemnined timing or a 
predetermined position in the frame. If the video data is 

5 correctly decrypted, the display control dncut 59 sup- 
plies the video data from the video data expansion cir- 
cuit 16 to the <£splay monitor a. If the video data is 
incorrectly decrypted, the display control circuit 59 does 
not supply the video data from the video data expansion 

to circuit 18 to the display monitor 3. However, the display 
cantrol circuit 59 can be omitted ijecause if the video 
data Is incorrectly decrypted, the reproduced image on 
the cBsplay monitor Is disturbed. 
[0081] On the other hand, in order to reproduce the 

J5 video data without the inputted key (D), the video data 
can reproduce with the key (A), That Is, if the encrypting 
key memory can be referred from the input dicurt 53. 
the tile Is decrypted with the key (A). Moreover, it is also 
possible that if the operator commands to reproduce die 

20 file (1), the encrypting memoiy automatically supplies 
the key {A] to the decrypting circuit 54, 

(SI)(TH EMBODIMENT) 

25 [0082] Rg. 1 0A Is a block diagram of a vkieo data 
recording and reproducing apparatus according to a 
sixth embodiment Fig. 1 0B is a block diagram of a 
video data reproducing apparatus according to the sixth 
embodiment The structure of the video data recording 
30 and reproducing apparatus 80 according to the sixth 
embodiment is substantially the same as that according 
to the fifth embodiment The difference Is that an 
encrypting key encrypting circuit 65, a data combining 
circuit 56, and a removable disc unit 57 are further pro- 
as vided. The structure of the video data reproducing 
apparatus 61 has substantially the same structure as 
the reproducing side of the video data recording anct 
reproducing apparatus 60. The difference is that a 
removable disc unit 62, a data separating circuit S3, an 
40 encryptlng-key decrypting circuit 64, a selector 65, and 
an electronic watermark data processing circuit 38 are 
further provided. 

[0083] Rg. 1 1 is an illustratton of the sixth embodi- 
ment showing the data storing condhion. 

45 [0084] An operator operates the input circuit 53 to 
input an encrypting key (A) and input a file (1 ) of video 
data to store the encrypted video data in the recording 
unit 1 4. The encrypting key used for the fUe (1 ) is cone* 
spondlngly stored in the encrypting key memory 52. 

50 This operation Is repeated* encrypting-keys A to C are 
stored (n the encryptlng-key memory 52 and files (i) to 
(3) are correspondingly stored in the recording unit 1 4. 
[0085] When video data in a file, for example, the 
file (2) ie recorded on the removal recording medium 58, 

55 the video data ie read from the recording unit 1 4 and the 
key B 'b encrypted by the encrw)tlng-key encrypting cir- 
cuit 55 to generate a key B\ The data combining circuit 
56comblnesthe video data of file (2) with the key and 
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the removal disc unit 67 records the vkJeo data of tile (2) 
and the key as shown In Fig. 11. 
[0086] The recorded removable recording medium 
58 Is set on the removable disc unit 62. The removable 
disc unit 62 reads the video data and the key B'. The 
data separating circuit 63 separates the read data inlo 
the video data of file (2) and the key B'. The video data 
of file (2) Is supplied to the decrypting circuit 67. The key 
B' is supplied to the encryptlng-key decrypting circuit 
64. The enerypHng-key decrypting circuit 64 decrypts 
the key B' to output key B. 

[0087| When the selector 66 selects an output of 
the Inpul circuit 65, an operator Inputs a key. tf the Input- 
ted key corresponds to the key B, the decrypting circuit 
67 correctly decrypts the video data, if the inputted key 
does not correspond to the key B, the decrypting circuit 
67 inconrectty decrypts the video data. The output of the 
decrypting circuit 67 is supptlsd to the video data expan- 
sion circuit 68 to expand the video data. The ejcpanded 
video data Is supplied to the display control circuit 69. 
[0088] If the video data is correctly decrypted, the 
display control circuit 59 supplies the video data from 
the video data expansion circuit 66 to the display nnoni- 
tor 37. If the video data Is Incorrectly decrypted, the dis- 
play control circuit 69 does not supply the vfdeo data 
from the video data expansion circuit 68 to the display 
monitor 37. However, the display control circuit 69 can 
be omitted because if the video date is incorrectly 
decrypted* the reproduced Image on the display monitor 
IS disturbed. 

[0089] When the selector 66 is set to select the out- 
put of the encrypfing-ksy decrypting circuit 64. The 
decrypted Key B ie suppned to the decrypting circuit 67 
by the saloctor 6S, ao that the video data of fif© (2) Is 
automatically reproduced. 

[0090] tf the video data Is outputtad as still Image 
data With another removable disc unit 39, the electronic 
watermark processing circuit 38 emt)eds watermark 
data In the video data and a ranr>ovable disc drive unit 39 
records the video data v^ith the watenmark data on a 
removable recording medium. 

(SEVENTH EMBODIMENT) 

[0091] Rg. 12 Is a block diagram of a video da(ta 
recording and reproducing apparatus and a video data 
reproducing apparatus according to a seventh embodU 
ment. The structure of the video data recording and 
reproducing apparatus 70 according to the seventh 
embodiment is substantially the same as that according 
to the sixth embodiment. The difference Is that an 
encryptlng-k^ encrypting cirojlt 71 and a network 
interface 72 are further provided. On the other hand, a 
data combining circuit 56 and the removable disc unit 57 
are omitted. The stnjcture of the video data reproducing 
apparatus 80 according to the seventh embodiment Is 
substantially the same as that according to the sixth 
embodiment. The difference is that an encrypting-ksy 



control drcuit 75, a network Interface 74, and a record- 
ing circuit 76 are further provided. On the other hand, a 
data separating circuit 63, the removable disc unit 58. 
and the selector 66 are omitted. The video data and the 
5 key are stored in the recording unit 1 4 and the erxsrypt- 
ing key memory 52 as the same manner as the sMh 
embodiment 

[0092] if the video data is transmuted to the video 
data repn^ducing apparatus 80, it should be prevented 
w that the video data is stolen and the video cteta Is 
watched in an unauthorized manner. The video data 
has been encrypted, so that security is provided. On the 
other hand, transmitting key should be protected during 
transmission. 

75 [0093] The encrypting- key control circuit 75 trans- 
mits a public key (E) to the encrypting-key encrypting 
circuit 71 through the network interface 74, the network 
73, and the neNvork Interface 72. Further, if a reproduc- 
tion demand of a file Is transmitted to the video data 

20 reproducing apparatus 80 to the video data recording 
and reproducing apparatus 70, the encryptlng-key 
encrypting circuit 71 encrypts the encrypting key (F) of 
the file with the public key (E) to output a key (P), The 
network Interface 72 transmits the key [P] to the 

25 encrypting-key control drcuit 75. The encrypting key 
control circuit 76 decrypts the key (P) to obtain the key 
(F), On the other hand, the video data of the specifed 
file is transmitted to the recording circuit 76 as rt is 
through the network 73. 

30 [0Q94] An operator inputs a key (G) for the file. If the 
inputted key (G) corresponds to the key (f=), the video 
data Is correctly decrypted by the decrypting drcuit 67. 
II the inputted key (G) does not conrespond to the key 
(F), the video data is Incon'ectly decrypted by the 

35 decrypting circuit 67. The video data is expanded and 
displayed on the display monitor sa the seme manner 
as the sixth embodiment 

[0095] On the other hand, if It is parmitted that 
inputting with keys by the operator Is omitted, the 
40 encrypting key control circuit 75 supplied the key (F) to 
the decrypting circuit 67 to reproduce the video data of 
the file. 

[Q096] If the video data is outputted as still image 
data with another removable disc unit 39, the electronic 

45 watermark processing circuit 38 embeds watermark 
data in the video data and a removable disc drive unit 38 
records the video data with the watemnark data on a 
removable recording medium. 
[0097] As mentioned above, acconUng to the sev- 

so smh embodiment, when the \ndeo data recording and 
reprodudng apparatus 70 transmits the recorded 
encrypted vWeo data through the network 73, the 
encrypting key encrypting drcuit 71 encrypts the 
encrypting key and transmits encrypted key to the video 

55 data reproducing apparatus 80. The received encrypted 
video data i$ recorded In the recording unit 76 as it Is. 
The encrypting key conlroi circuit 75 controls the 
encrypting key. When reproducing of a desired file of 
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video data Is commandeci, the encrypting key control 
circuit 75 dQcryptB tho encrypiad key lor the requested 
file and paads only the desired file and decrypts the 
video data. Thus. Illegal reproduction Is prevented. 

5 4, 

Claims 

1. A video data recording and reproducing apparatus 
comprising: 

w 

data compression means for compressing 
video data; 

frst modificatian detection data genemtion 
means for generating first modification detec- 
tion data In acoardance with said connpressed is 
video data; 

combining means for combining said video 
data with said first modification detection data 
to output combined data: 

recording means for recording said combined eo 
data on a recording medium; 
reading means for reading said combined data 
from said recording medium; 
separating means for separating said com- 
bined data from said reading means into said ss 
compressed video data end said first modifica- 
tion detection data; 

second modificatwn detection data generation 
means for generating second modification 
detection data in accordance with said com- 30 
pressed data from said separating means; 
compartng means for comparing said data 
modificatian detection data from said separat* 
ing means with said second data modifk;at]on 5. 
datectlan data; as 
data expansion means for expanding said com- 
pressed vMeo data from said separating 
means to output expanded video data; and 
outpuaftig control means for controlling output- 
ting saU expanded video data in accordance 40 
with said result of said comparing means. 

2. A video data recording and reproducing apparatus 
as claimed In ctalhi 1 , wherein said first modlfkration 
detection means comprises an-or check code gen* 4S 
erating means for generating said first modification 
detecdon data from at least a portion of said video 
data and said first modification detection means 
comprises error checic code generating means for 
generating said first modification detection data so 
from at least a pordon of said video data, said first 
modification detection data being represented with 

one selected from a group consisting of check sum 7. 
codes, parity codes, and Cyclic Redundancy Check 
codes. 55 

a. A video data recording and reproducing apparatus 
as claimed In claim 1 or 2, furthEr comprising 



recording means for recording said conr^ined data 
from said reading means on a removable recording 
medium. 

A vkleo data reproducing apparatus tor reproducing 
combined data Including compressed video data 
and first modification detection data on a removable 
recording medium, said video data being recorded 
with first modification detection data generated In 
accorclartcc with said vkJeo data with con^espond- 
ence witii said video data, comprising: 

reading means for reading saki combined data 
from said removable recording medium; 
separating means fbr separating said com- 
bined data from said reading means Into said 
compressed video data and said first modifica- 
tion detection data; 

modiftoation detection data generation means 
for generating second moefificatkin detection 
data in accordance with said compressed data 
from said separating means; 
comparing means for comparing said data 
modification detection data from said separat- 
ing means with said second data modlfcation 
detection data: 

data expansion means fbr expanding said com- 
pressed video data from said separating 
means to output expanded vfdeo data; and 
outputdng control means for controlling output- 
ting said expanded video data In accordance 
with said result of said comparing means. 

A video data reproducing apparatus as claimed In 
claim 4, wherein said reading means comprises a 
I3VD-RAM drive and said removal recording 
medium comprises a DVD-RAM disc. 

A video data rsproduclng apparatus as claimed fri 
daim 4 or 5, wherein said modiffcafc'on detection 
data generation means Includes a flrsl software 
proceesing means for executing a first program to 
generate said second modtflcatlon detection data, 
comparing means Includes a second software 
processing means for executing a second program 
to Dompare said first modification detection data 
from said separating means with said second data 
modilication detoctnn data« and data expansion 
means includes a ttiird software processing means 
for executing a third program to expand said com- 
pressed video data from said separating means. 

A video data reproducing apparatus as clatfned in 
daim 4, 6 or 6» further comprising: 

tine data generation means for generating 
present trme data; 

condition detection means including storing 
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nneans and Input means for detecting a condi- 
tion In accordance with condition data from 
said storing means and Input data from safd 
tnput means; 

electrordc watermark data adding means for 
generating watermark data from said present 
time data end aaid condition and adding the 
watermark data to said expanded video data to 
generate watermark data added video data; 
and 

recording means for recording said watermark 
data added video data on another removable 
recording medium. 

8. A video data recording and reproducing apparatus 
as claimed In any one of the preceding claims, fur- 
ther comprising: 

network Intaifaca means for comnrKinicatlng 
with a network: 

decrypting control data generation means for 
generating decrypting control data in accord- 
ance with an encrypting key: and 
encrypting nneana for encrypting said com- 
bined data with eaid encrypting key, said net- 
work Intarface means tiansmimng said 
encrypted combined data and said decrypting 
control data to said network. 

9. A video data reproducing apparatus for reproducing 
data encrypted with a first key from a network, com* 
prising; 

network Interfaca means for receiving video 
data and decrypting key data generated from 
said first key from said network; 
decrypting key data generation means for gen- 
erating a second key in accordance with said 
decrypting key dtta; 

decryptkig means for decrypting saU data with 
said second key; and 

recording means for recordng said decrypted 
data. 

10. A vkieo data recording and reproducing apparatus 

comprising: 

data compression means for compressing 
video data; 

encrypting means for encrypting said video 
data from said data compression means with a 
first key; 

recording means for recording said video data 
from said encrypting means on a recorcQng 
medium; 

reading means for reading said video data from 

said recording medium; 

storing means for storing said first key; 



Inputting means for Inputting a second key; 
decrypting means for decrypting said vkjeo 
data from sab reading means with said second 
key; and 

5 data expansion means for expanding said 

video data from said decrypting means to out- 
put expanded video data. 

11. A video data recording and reproducing apparatus 
70 as claimed in claim 10, wherein said first key com- 
prises oommon encrypting key. 

12. A video data recording and reproducing apparatus 
as claimed in claim 10 or 11, further comprising 

75 encr^ing key encrypting means for encrypting 
said first key with one selected from a group includ- 
ing a common enciypting key or a publio encrypting 
keyL 

so 13. A vMeo data recording and reproducing apparatus 
as claimed in claim 10, 11 orl 2, further comprising: 

key encrypting means for encrypting said first 
key in accordance with key data; 
25 combining means for combining said video 

data from said encrypting means with said first 
key from said key encrypting means to output 
combined data; and 

recording means for recording saU combined 
30 data on a removable recording medium. 

14. A video data recording and reproducing apparatus 
as claimed In any one of dalns 10 to 13, further 

comprising: 

network interface means for communicating 
with a network: and 

anclpharing key control means for racalving 
key data regarding said first key from sakl net* 
40 work and enclphen'ng said first key in accord- 

ance with said key data, said network Interface 
means transmitting said video data from said 
reading means and said enciphered first key to 
said network. 

05 

1 5. A video data reproducing apparatus for reproducing 
data Including encrypted compression video data 
and a key used for encrypting said data, said key 
being encrypted with first key data, the apparatus 

50 comprising: 

reading means for reading saM data on a 
removabte recording medium; 
separating means for ssparating said data from 
55 said reading means into said encrypted com* 

presston video data and said key; 
Inputting means lor Inpunlng second key data; 
key decrypting means for decrypting saki key 
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with said second key data; 
data decrypting means for decrypting said 
cx)nipression video data Imm said separating 
means with said key Jrom said key decrypting 

means; and 

expansion means for expanding said compres- 
sion video data from said data decrypting 
means to output expanded video data. 

1 6. A vldao data reproducing apparatus for reproducing 
encrypted compression video data comprising: 

network Interface means for receiving said 
encrypted compression video data and a key 
used for encrypting compression video data, 
said key being encrypted witli first key date: 
inputting means for inputting second key data: 
key decr^tlng means for decrypting said key 
with said second key data: 
data decrypting means for decrypting said 
compression video data from said nehwork 
Interface means with said key from said key 
decrypting means: and 

expansk>n means lor expanding saki compres- 
sion video data from said data decrypting 
means to output expanded video data. 

17. A method of detecting modification comprising the 
steps of: 

generating first modification detection data in 
aooordanca with said oompras&ed video data; 
corraspondingly recording said compressed 
video data and said modification detection data 
on a recording medium; 
reading means for reading said compressed 
vkteo data and said first modification detection 
data from sdid recording medium; 
generating second data modlflcatksn detectton 
data in accordance wKh said read compressed 
data; 

comparing said read first data modincation 
det6ctk>n data with said second data modifica- 
tion del8cflon data: and 
corttrolling reproducing said compressed data 
In accordance with said comparing result. 

ie. A method of detecting modification In video data 
comprising the steps of: 

generating an encrypting key every file of said 
vkleo data; 

encrypting a file of said video data wtth said 
enciphering key; 

recording said file on a recording medium; 
reading said file on said recording medium; 
inputting means for Inputting a second key: and 
data decrypting means for decrypting said 



video data with said second key, whereby said 
video data from said decrypting means can be 
used when said first key con^sponds to said 
second keyi 

5 

19. A video data recording and reproducing apparatus 
comprising: 

first modification detection data generation 
10 means for generating first modification detec> 

tion data from video data: 

recording means for correspondingly recording 

said video data and said first mocfiflcation 

detection data on a recording medium; 
15 reading means for reading said video data and 

said first modificatk^n detection data from said 

recording medium; 

second modification detection data generation 
means for generating second modification 

so detection data in accordance with said video 

data from said reading means; 
comparing means for comparing said first data 
modification detection data from said reading 
means with said second data modification 

25 detection data; and 

outputting control means for controlling ou^ut* 
ting said video data from said reading means In 
accordance with said result of said comparing 
means, 

20. A video data recording and reproducing apparatus 
as daimad in claim 19, further comprising: 

data compression means for compressing 
3S video data to supply compressed video data to 

sak!( first nnodlficatlon detection data generation 
means and said recording means as edid video 
data; and 

data expansion means for expanding said 
40 video data from said reading means to supply 

expanded Video data to said outputting control 
means as said video data. 

21. A video data reproducing apparatus comprising: 

receiving means for receiving video data and 
first modifksatlon detection data generated In 
accordance with said video data: 
modification detection data generation means 
80 for generating second modiflcatkin detection 

data In accordance with said video data from 
said receiving means: 

comparing means Tor comparing said first mod- 
ification detection data from sakf receiving 
^ means with said second data modffication 

detection data; and 

outputting control means for controlling output- 
ting said video data In accordance with said 
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result of said comparing means. 
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